1° Instalaciéon de apache2

Actualizamos sistema

S sudo apt update

$ sudo apt install apache2 -y
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Apache2 Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after installation on
Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If
you can read this page, it means that the Apache HTTP server installed at this site is working properly. You should
replace this File (located at /var/www/html/index . html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.
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Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split into several
files optimized for interaction with Ubuntu tools. The configuration system is fully documented in /usr/share
Jdoc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation For the web server
itself can be found by accessing the manual if the apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
| -- apache2.conf
/ ‘-- ports.conf
|-~ mods-enabled
/ /-- *.load
/ *.conf
|-~ conf-enabled
/ X *.conf
ssse |-- sites-enabled
::: / ) *.conf

20 Creacidn de dos virturalhost diferenciados por ip y/o puerto.
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GNU nano 6.2 etc/apachez/ports.conf

Listen 80

<IfModule ss1_module>
Listen 443
</IfModule>

<IfModule mod_gnutls.c>
Listen 443
</IfModules

Wrote 17 lines
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Creamos la configuracion

GNU nano 6.2 etc/apache2/sites-available/puertos.conf
<VirtualHost *:8081>

ServerAdmin admin@localhost

DocumentRoot fvar/www/html/sitiol

</VirtualHost>

<VirtualHost *:8082>
serverAdmin admin@localhost
DocumentRoot /[var/www/html/sitio2
</VirtualHost>

Read 9 lines
e Help Write Out Where Is Bl execute [ Location
A

i Read File Replace a8 Justify &l Go To Line

nano /etc/apache2/sites-available/puertos.conf

nano /etc/apache2/sites-available/puertos.conf

mkdir -p /var/www/html/sitiol /var/www/html/sitio2
"Sitio 1" | sudo tee /var/www/html/sitiol/index.html

"Sitio 2" | sudo tee /var/www/html/sitio2/index.html
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3° Creacidn de dos virutalhost direrenciados por nombre de maquina por

ejemplo(www.midomino.org y www2.midominio.org)
sudo mkdir -p fvar/www/midominio /fvar/www/midominio2

:$ echo "<hl>Web Dominio 1</h1>" | sudo tee /var/www/midominio/index.html
<h1>Web Dominio 1</h1>

: S echo "<hi>Web Dominio 2</h1>" | sudo tee /var/www/midominio2/index.html
<h1>Web Dominio 2</h1>

<VirtualHost *:80>
ServerName www.midominio.org
DocumentRoot /var/www/midominio

</VirtualHost>

<VirtualHost *:80>
ServerName www2.midominio.org
DocumentRoot /var/www/midominio2
</VirtualHost>

sudo azensite midominio.conf




localhost
www.midominio.org
www2.midominio.org

ip6-localhost ip6-loopback

ip6-localnet
ip6-mcastprefix
ip6-allnodes
ip6-allrouters
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Web Dominio 2

4° En el primer virtualhost del punto anterior, crear dos directorios uno publicoy
otro privado que e acceda por usuario y contrasefa

Se crea la estructura Publica y privada.

: S sudo mkdir -p /var/www/midominio/publico /var/www/midominio/privado

: S echo "Area Publica" | sudo tee /var/www/midominio/publico/index.html
Area Publica

: S echo "Area Privada" | sudo tee /var/www/midominio/privado/index.html
Area Privada

:-S sudo apt install apache2-utils -y

Poder utilizar htpasswd para credenciales
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:-§ sudo apt install apache2-utils -y
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
apache2-utils is already the newest version (2.4.52-1ubuntu4.16).
apache2-utils set to manually installed.
0 upgraded, © newly installed, © to remove and 648 not upgraded.
;5% sudo htpasswd -c fetc/apache2/.htpasswd alumno
New password:
Re-type new password:
Adding password for user alumno
o

Activities Terminal Dec4 11:58 03

1 osboxes@osboxes: ~

GNU _nano 6 etc/apache2/sites-available/midominio.conf
<VirtualHost *:80>

ServerName www.midominio.org

DocumentRoot /var/www/midominio

<Directory /var/www/midominio/privado>
AuthType Basic
AuthName "Acceso Restringido”
AuthUserFile /etc/apache2/.htpasswd
Require valid-user

</Directory>

<Directory /var/www/midominio/publico>
options Indexes FollowSymLinks
AllowOverride All
Require all granted

</Directory>

</VirtualHost>
<VirtualHost *:80>
ServerName www2.midominio.org

DocumentRoot /var/www/midominio2
</VirtualHost>

Wrote 24 lines
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midominio.org/publico/

x| www2.midominio.org/ x  +

&«

c O & www.midominio.org/publico/

= W Area Publica

« midominio.org/publico/ * = www2.midominio.org/

€« =2 X Q www.midominio.org/privado
@ www.midominio.org

This site is asking you to sign in.

Username

(1

Password

)

e
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5% Transforma el primer directorio del ejercicio anterior para que sélo se pueda
acceder desde la red

172.17.0.0/16(Coméntalo con #)
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osboxes@osbox

GNU nano 6.2 etc/apache2/sites-available/midominio.conf

Go back one page (Alt+Left Arrow)
Right-click or pull down to show history

<Directory /var/www/midominio/privado>
AuthType Basic
AuthName "Acceso Restringido”
AuthUserFile /etc/apache2/.htpasswd
Require valid-user

</Directory>

<Directory /var/www/midominio/publico>
Options Indexes FollowSymLinks
AllowOverride All

Require all granted
</Directory>

</VirtualHost>
<VirtualHost *:80>
ServerName www2.midominio.org

DocumentRoot /var/www/midominio2
</VirtualHost>

Wrote 25 lines
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6° En el virtualhost publico tendras que subir una aplicacién php con acceso a
base de datos

15 sudo apt install php libapache2-mod-php mysql-server php-mysql -y

mysql> CREATE DATABASE alumno;




mysql> CREATE USER 'usuario'@'localhost' IDENTIFIED BY 'usuario';
Query OK, 0 rows affected (0.05 sec)

mysql> GRANT ALL PRIVILEGES ON alumno.* TO 'usuario'@'localhost’';
Query OK, 0 rows affected (0.61 sec)
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GNU nano 6.2 var /www/midominio/publico/paginal.php

sms Wrote 14 lines
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7° Transforma en virtualhost del punto anterior para que sea accesible sélo con el
protocolo protegido https
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$ sudo a2enmod ssl

Considering dependency setenvif for ssl:
Module setenvif already enabled
Considering dependency mime for ssl:
Module mime already enabled
Considering dependency socache_shmcb for ssl:
Enabling module socache_shmcb.
Enabling module ssl.
See /usr/share/doc/apache2/README.Debian.gz on how to configure SSL and create self-signed certificates.
To activate the new configuration, you need to run:
systemctl restart apache2

:-$ sudo system
system-config-printer systemd-cgls systemd-id128 systemd-socket-activate
system-config-printer-applet systemd-cgtop systemd-inhibit systemd-stdio-bridge
systemctl systemd-cryptenroll systemd-machine-id-setup systemd-sysext
systemd systemd-delta systemd-mount systemd-sysusers
systemd-analyze systemd-detect-virt systemd-notify systemd-tmpfiles
systemd-ask-password systemd-escape systemd-path systemd-tty-ask-password-agent
systemd-cat systemd-hwdb systemd-run systemd-umount

S iUdo systemctl restart apache2
S

osboxes@osboxes: ~

:-S$ sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout Jetc/ssl/private/apache-selfsigned.key -out Jetc
/ssl/certs/apache-selfsigned.crt
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You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:ES

State or Province Name (full name) [Some-State]:ES

Locality Name (eg, city) []:ES

Oorganization Name (eg, company) [Internet Widgits Pty Ltd]:ES
Organizational Unit Name (eg, section) []:ES

Common Name (e.g. server FQDN or YOUR name) []:ES

Email Address []:ES

GNU nano 6.2 etc/apache2/sites-available/midominio.conf
<VirtualHost *:443>
ServerName www.midominio.org

DocumentRoot /var/www/midominio

SSLEngine on
SSLCertificateFile /etc/ssl/certs/apache-selfsigned.crt
SSLCertificateKeyFile /etc/ssl/private/apache-sefsigned.key

Directory /var/www/midominio/privado>
AuthType Basic
AuthName "Acceso Restringido"
AuthUserFile /etc/apache2/.htpasswd
Require valid-user

</Directory>

<Directory /var/www/midominio/publico>
Options Indexes FollowSymLinks
AllowOverride All

Require all granted
</Directory>

</VirtualHost>

<VirtualHost *:80>
ServerName www2.midominio.o
DocumentRoot /var/www/midominio2
</VirtualHost>



root@osboxes: fetc/ssl/private

GNU nano 6.2 ache2/sites-available/midomini
<VirtualHost *:443>

ServerName www.midominio.org

DocumentRoot /[var/www/midominio

SSLEngine on
sSLCertificateFile /etc/ssl/certs/apache-selfsigned.crt
SSLCertificateKeyFile /etc/ssl/private/apache-selfsigned.key

<Directory /var /www/midominio/privad:
AuthType Basic
AuthName "Acceso Restringido”
AuthuserFile fetc/apache2/.htpasswd
Require valid-user
Directory>

rectory /var fwww/midominio/publico>
Options Indexes FollowSymLinks
AllowOverride All

Require all granted
</Directory

</VirtualHost>

<VirtualHost *:80>
ServerName www2.midominio.org
DocumentRoot /var/www/midominio2
</VirtualHost>
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